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Abstract C
This paper examines cyber security issues associated with the development of the Internet of Things
(IoT) and the Fifth Generation (5G) wireless technology in Nigeria. Internet of Things refers to a
network comprised of physical objects capable of gathering and sharing electronic information
while 5G is the wireless technology developed to speed up this process. The Internet of Things is
becoming part of daily life activities with an unpredictable speed and unintended risks. The
peculiar risks associated with IoT includes the possibility of unauthorized hands like cyber
criminals getting hold of items like cars, electronic appliances, power stations and security
systems, amongst others and using them to their advantage and against the people. This study
looked at IoT, 5G and their capacities for increased cyber security concerns for Nigeria despite
the advantages. The risk society theory was adopted as the theoretical orientation for the study.
The study found that the risks associated with IoT and 5G as it concerns cyber security are far-
reaching. It is recommended that regulations targeted at mitigating the cyber security issues that
will continue to arise from IoT as it evolves should be put in place. Also, the rigidity inherent in
changing or amending laws in Nigeria should be revisited particularly as it concerns IoT and
cyber security
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Introduction ;
The Intemet of Things (IoT) refers to a network comprised of physical objects capable of

gathering and sharing electronic information. The Internet of Things includes a wide

variety of smart devices from industrial machines that transmit data about the production
process to sensors that track information about the human body (Kenton, 2020). These
devices use Internet Protocol (IP), the same protocol that identifies computers over the

web and allows them to communicate with one another. The goal behind the Internet of

Things is to have devices that self-report in real-time, improving efficiency and bringing

important information to the surface more quickly than a system depending on human
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intervention. Again, the desire to have physical objects functioning way beyond human
capacity informed the development of the IOT technology (Kenton, 2020).

The term Internet of Things is a relatively new concept. But the actual idea of connected
devices had been around longer at least since the 1970s. Back then, the idea was often -
called embedded internet or pervasive computing. But the actual term, Internet of Things
was coined by Kevin Ashton in 1999 (Foote, 2016). The Internet of Things consists of any
device with an on/off switch connected to the internet. This includes almost anything you
can think of, ranging from phones to power plants io the jet engine of an airplane. Medical
devices such as heart monitor implant can transfer data over a network and are members
of the ever expanding IoT family. If it has an off/on switch, then it can theoretically be part
of the system. The IoT consists of a gigantic network of internet connected things and
dev1ces

The connected things and devices require internet speed to effectively and efficiently
process information. This has given rise to the development of the fifth generation of
wireless technology. Fifth-generation wireless (5G) is the latest iteration of cellular
technology engineered to greatly increase the speed and responsiveness of wircless .
networks. With 5G, data transmitted over wireless broadband connections can travel at s %
multigigabit speeds with potential peak speeds as high as 20 gigabits per second (Gbps) !
by some estimates. These speeds exceed wire line network speeds and offer latency of 1
millisecond (ms) or lower for uses that require real-time feedback. 5G will also enable & -
sharp increase in the amount of data transmitted over wireless systems due to more
available bandwidth and advanced antenna technology (Rouse, 2015). '

e

From the forgoing, it is clear that fast-tracking of the development of the 5G technology
is centered on enhancing efficiency of the IoT technology but this has come with a myriad
of cyber security concerns for countries. For instance, the volume of cyber-attacks on UK .
businesses have increased by over 240%, with IoT devices and file sharing services bemg §
the most frequently targeted applications (Borgia, 2014). Cyber attacks on IoT devices are ’
booming, as even though more and more people and organizations are purchasing smart
(network-connected and interactive) devices such as routers or DVR security cameras, not
everybody considers them worth protecting. Cybercriminals however, are seeing more &d
more financial opportunities in exploiting such gadgets. They use networks of infectsd
smart devices to conduct attacks or as proxy for other types of malicious actions (Via
Mikhali, Yaroslav, Denis & Igor 2017). The paper takes a more detailed look at Mse
issues as they affect ngena.
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Understanding Internet of things
The IoT device is'a hardware component that allows the entity (psychical object) to be a
part of the digital world. It is also referred to as a smart thing which can be a home
" appliance, healthcare device, vehicle, building, factory and almost anything networked and
fitted with sensors providing information about the physical environment (e.g.,
temperature, humidity, presence detectors and pollution), actuators (e.g., light switches,
displays, motor-assisted shutters or any other action that a device can perform) and
embedded computers (Strassmann, 2009). An IoT device is capable of communicating
- with other IoT devices and ICT systems. These devices communicate via different means
fmcludug\the developing 5G technology.

" IoT device classification depends on size, i.e., small or normal; mobility, i.e., mobile or
fixed; external or internal power source; whether they are connected intermittently or
always-on; automated or non-automated; logical or physical objects; and lastly, whether

. they are IP-enabled objects or non IP objects. The characteristics of IoT devices are their

ability to actuau: and/or sense the capability of limiting power/energy, connection to the
physical world; intermittent connectivity and mobility (Thoma, Meyer, Sperner, Meissner
& Braun, 2012). Some must be fast and reliable and provide credible security and privacy

“ while others might not. A number of these devices have physical protection whereas others
are unattended. In’féct, in IoT environments, devices should be protected against any
threats that can affect their functionality. However, most IoT devices are vulnerable to

“external and imternal attacks due to their characteristics (Hongsong, Zhongchuan &

'Dongyan, 2011). A, typzcal example of how IoT can be manipulated or compromised to
endanger the lives of users is the story of how the prescriptions of a patient were altered
through a compromise of the device he was being attended to with. Accordmg to the Indian
Express (2002). an underworld Don in a hospital was to undergo a minor surgery. his rival

;w ahesd to hire a computer expert who altered his prescriptions through hacking the

“*Nosp tal"s‘compuw system. He was administered the altered prescription by an innocent

 murse, minad in the death of the patient. It is challenging to implement and use a
stmng secunty mechanism due to resource constraints in terms of loT computational

' eapabxhﬁdt, mmy t’d battery power (Mayer, 2009).

. JoT services facilitate iﬁ easy mtegratlon of IoT entities into the Service-Oriented
9 : (S0A) worlﬂ“ﬁ well as service science. An IoT service is a transaction
f¥icg provider and service consumer. It causes a prescribed
enablmg interaction with the physical world by measuring the state of entities or

2931 P age

9




NNAMDI AZIKIWE UNIVERSITY AWKA s -
Jowrnal of Sociology Vol. 7 No. 1, October 2020

In no distant time, every segment of our daily lives will be centered on IoT. Infact, it is
projected that by 2025, there will be an estimated 75 billion internet connected devices
o globally. While most countries are stepping up to the cyber security challenges that will .
J emanate from this, Nigeria appears to be lagging behind. The cyber-security architecture
~ in the country seems to be extremely vulnerable to atxackcrs, coupled with madequate laws
and regulations (Strassmann, 2009).

>

Theoretical Orientation . '
The risk society theory forms the theoretical orientation for this paper. The nsksnucty
theory is a critical theory of modernization firmly focused on the manner in which modern
society organizes in response to risk. It is closely associated with sociologist, Ulrick-Beck.
The coneept of risk society was coined in the 1980s and became popularized in the-1990s
as a consequence of its links in thinking about wider modernity, in particular the geowring
environmental concerns during the period (Beck, 1992). The theory is premised-an: the !
existence of less obvious and frequently unanticipated risks. According to Egbue (2015), .
risk is not the same as catastrophe but the anticipation of the future catastrophe isthe - :
present. As a result, risk leads a dubious, insidious, wounld-be, fictitious elusive existence.
In this sense, risk is present and absent, existent and non-existent, doubtful and real. Efe
(2005) popularized the concept of manufactured risk. Manufactured risks according to
him, are man-made risks. They are marked by a high level of human agency involved in
both producing and mitigating such risks.. , e

Internet of Things and 5G are technological innovatiotis designed to make humm 1‘
easier, less cumbersome and more efficient. But this comes with a cost; the risks. Internet
of Things and 5G are marufactured or man-made risks as they continue to raise-cyber
security concerns that affect every segment of the society. The financial institutiops,
hospitals, homes, schools and even religious organizations are faced with- the ipevitable
reality of adapting to the usage of IoT devices powered by the very powerful 5% Generation
network. As the risk society theory holds, there are less obvious and frequently
unanticipated risks in human actions and even inactions. However, as time progresses,
these risks will begin to show up in different ways. Thedevelopers of the Internetof Things
and 5G technology (expected to give a boost to the loT and its operations) did not-entirely
envisage the numerous security ‘concerns associated with their innovations. The nisk:of
cyber security issues like the shutting down of IoT compliant power stations which-could
put a whole country in blackouts or the alteration of the functioning of medical machm .
likely may not have been entirely envisaged. ¥ Ly

i
El
!

The modern society is & nsky society: With technology controlling every paxt of m!r lifa,’j; con Mg
the risks become more 'and more unavoidable. Mobile phones, footwears, SRS 3
cars, everything one can think of are now being controlled by the IoT technology. With ¢ 'Y
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- very weak cyber security architecture, Nigerians are exposed to bigger risks than their
‘counterpérts in. countries with' strong cyber security framework. Whether one is rich or

- ‘poor is not particalarly important as far as risks are concerned. Risks abound everywhere

- with varying degree and magnitude. Years before the advent of IoT and the 5G technology,

+-such rigsks were not:visible. Indeed, Beck envisaged the unending risks in the modern
society especially as man continues to attempt to explore his world further.

Currently, there is a concerted effort by developers to introduce the 5G technology that
« promises'what some have refered to as speed of light capacity in data transmission. While

- advantageons, the technology will only enhance the activities of fraudsters and further

. compound the cyber security concerns of people. This is because the speed at which
«+ ctiminals will operate over the internet will be doubled. With an approximately 75 billion
« connected devices on the IoT technology in 2025, manufactured risks will continue to rise
¥ nnd theﬁiuo ebcnng in sight. '

The mkmay theory has been criticized by Conrad (2013) for its inability to present

-itxelf as pealist or: constructionist as Beck never substantiated on whether the world has

been\nerishwordmt risk muely intervenes between really existing risks and our response
# to t!mm.

Cyber Seclrity and Internet of Things in Nigeria
Ndubueze (2017) observes that cyber-related threats are mcreasmgly becoming ubiquitous

- v this tech-driven age. Makeri (2017) agrees that prior to the year 2001, the phenomenon
of cyber-grizge was- not globally associated with Nigeria. This resonates with the fact that
;i Nigeria, 'we came into realization of the full potential of the internet nght about that
* tims]: Simdesthen; however, the country has acquired a world-wide notoriety in criminal
mwﬁnancml scams facilitated through the use of the internet. -

“ man cyber-criminals are daily devising new ways of perpetrating this form of crime

»umel the existing:methods of tracking these criminals are no longer suitable to deal with
vl ‘now. tricks. The victims as well show increasing naivety and gullibility at the
* pebgpects incited by these fraudsters. While the advancement in IoT will expose victims
»b“‘iﬂﬂmm it will most likely open up new vistas for cyber criminals as they
mmexplmt the: l@oh in IoT devices and cyber security regulations in Nigeria.

Cyber security is the collecuon of tools, policies, security concepts, security safeguards,

guidelines, risk management appeoaches, actions, training, best practices, assurance and
Mhmmﬂltcmhensedtoprohetthe cyber environment and organization and user’s

- assets (Mtili, 2017). Cyber security strives to ensure the attainment and maintenance of
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the security properties of the orgamzatlon and user’s assets agamst relevant secunty mh
in the cyber environment.

Without equivocation, IoT technology will increase the cyber-secunty issues in ngath '

for three reasons. One is that the technology is relatively new and hence will require time
to learn and understand both by users and regulators. The issue of speed in law makigg
and regulations is another factor. In Nigeria, law making is expected to pass through
several stages, each stage comes with its own unique bottlenecks that delay the final
passage of the law. In some other countries like the USA and UK, law making is swift and
precautionary. However, lawmaking in Nigeria seems to be more reactive than
precautionary and when it is precautionary, it sometimes seems to be incomprehensive or
inefficient to tackle the marauding cyber-secu:rity issues. This is closely followed by the
lack of finance that is required to invest in cyber-security in the country. Cyber security
involves a lot of high-end calibrations which costs a lot of money to establish and maintain.
It is the responsibility of both users and government to purchase security features that will
ensure that JoT devices are reasonably safe and secure from attackers. But the reality
remains that Nigerians seem to see no need to invest money in cyber security thereby
leaving their devices open for attack. On the other hand, government has been foot-
dragging in making funds available to focus on protectihg IoT dewces (Makeri, 2017).,

Evidently, IoT devices will become part of everyday hfe in ngena and wﬂl prnsent
peculiar cyber security challenges. There is little being dene to hammer on this impending
reality despite its implications for government and individuals in the country. From
possible manipulations of IoT devices in the media sector to the possibility of cyber .
criminals taking over the control of household IoT-enabled devices in the homes, the risks
associated with IoT and cyber security in Nigeria will overwhelm the nation if . concrete
measures are not taken to-mitigate same (Zorzi, Gluhak, Lange & Bassi, 2010)

Conclusion

Unintended consequences are the outcomes of a purposeful action that are not intendid or
foreseen as explained by Robert Merton, a popular American Sociologist.. While cyher
security concerns have been around for several decades with the invention of the
computers and internet, there is an urgent need to begin to do things differently in tackling
cyber criminality due to the emerging usefulness -of-the internet. More precisely, the
Internet of Things and 5G network will have the lives of everyone firmly controlled by the:
IoT technology. The reality is that, as the IoT techmology continues to emerge, thete is
little possibility that anyonecan avoid using any of the IoT devices. In essence, cybes
security will now affect even rural dwellers and poor people as much as it affects those in
the cities and the rich. ;
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Efe (2005) amplified the issue of manufactured risks as mentioned earlier. What this means
is that the society has manufactured risks for itself though unintended. The advantages of
the advancement in technology cannot be overemphasized so also can the risks not be

Recommendstions

* ‘There is a lot that could be done to better mitigate the cyber secunty challenges assocmted

‘with the Internet of Things and the 5G technology.
1. The Nigerian Cyber Security law is .ot comprehensive enough and does not cover
- the pecaliarities of the IoT technology. This has to be immediately reviewed by the
tawmakers. Again, the long process involved in law making could hamper
.preactive measures.that could reduce cyber security attacks in the context of IoT
-»tecklolog Crinminals are swift and smart, lawmaking should be swifter and

e m
32 imc.!uneedtoseethecyberspaceasonethatmustbeadequatelysecured. If this
: ‘#not done; the IoT technology will be counterproductive in Nigeria as the security
- concertis that will emanate from it will be too disastrous. One can only imagine the
-fatalities that hacked moving cars, home appliances and office equipment will have
‘an- the.people. The government is therefore expected to prioritize funding for
security fortification of the cyber space in the country.
::3.¢ - Meombers of the public should take responsibility by also spending money in
« " . securing their devices because the cost of salvaging a situation is usually higher
Thax the ¢ost of preventing same. Cyber security issues could be prevented or
: leyeopleﬁolbwseclmtymeasuresas stipulated on the devices they use.
4. 'Fimally, @iis paper is not exhaustive. There is need for increased studies on the
! S secuityimphcanonsofloTandSGmdevelopmgcomtmshkengena.Domgso
will place such countries on the right pedestal to tackle emerging cyber security
concerns.
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